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1. Welcome and introduction to the series 

The global mining industry has been communicating visions of Zero Harm for many years. As 

part of this vision, the industry has been committed to proactively managing operational 

risk.  

To support this Operational Risk Management (ORM) initiative, a series of short articles will 

be offered providing a perspective on the related needs, opportunities and challenges. 

Obviously, this is one person’s perspective, influenced by experience and bias, but the 

objective is simply to stimulate thinking. 

These articles discuss the potential step change in ORM from current approaches that may 

have been developed in the 20th century to a newer overt focus on the systematic 

application of quality controls and, following that phase, a move to effective critical control 

implementation, verification and assessment of effectiveness. 

No successful improvement in operational risk management (ORM) is rapid.  Positive change 

requires recognition of the need for change, a clear understanding of the change, 

demonstration and appreciation of its value, and overt positive feedback once change 

occurs. This applies at individual, management, corporate and external stakeholder levels. 

The challenge for risk management professionals is to chart a course for ORM evolution that 

provides not only attainable goals for effective change but also a strategy for influencing the 
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stakeholders, internal and external, individual and corporate, rapid-adopters and stragglers, 

over a period of years.  

The articles will use the term Control-Based Risk Management (CBRM) to describe the 

evolution of ORM to an approach that focusses on the careful challenging, optimisation., 

installation and communication of controls for significant unwanted events.  

Sites may believe that they are currently at, or even beyond, this phase of ORM evolution. 

These articles may challenge that belief, providing a means to review that control-focusing 

as part of the sites practices and culture. 

Critical Control Management (CCM) is the next step in the evolution of ORM after 

successful CBRM. The objective of CCM is to focus the management system on ensuring the 

effectiveness of carefully selected critical controls. CCM moves away from a heavy reliance 

on risk assessment and analysis to a more effective control management approach. As such 

CCM is more about effective management than risk analysis. Organisational maturity will be 

discussed as a precursor for successful CCM.  

The International Council of Mines and Metals (ICMM) published guidance on CCM in 2015 

which is available on their website (http://www.icmm.com/en-gb/publications/health-and-

safety/health-and-safety-critical-control-management-good-practice-guide and 

http://www.icmm.com/en-gb/publications/health-and-safety/critical-control-management-

implementation-guide) . ICMM member companies were surveyed during the development 

of these resources. The survey identified that all respondents, despite a range of current 

emphasis on managing controls, saw CCM as the goal for managing their highest risks.  

This series of articles is intended to stimulate strategic thinking as a company, business unit 

or site advances along the ORM journey, as illustrated. 

http://www.icmm.com/en-gb/publications/health-and-safety/health-and-safety-critical-control-management-good-practice-guide
http://www.icmm.com/en-gb/publications/health-and-safety/health-and-safety-critical-control-management-good-practice-guide
http://www.icmm.com/en-gb/publications/health-and-safety/critical-control-management-implementation-guide
http://www.icmm.com/en-gb/publications/health-and-safety/critical-control-management-implementation-guide
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The article topics are intended to align with this journey. 

1. A short history of Australian mining ORM – one perspective 

2. Key words and concepts in ORM - getting the conversations and thinking consistent 

3. Making the argument - risk is all about controls and their effectiveness  

4. Good practice ORM – four layers with risk assessment applications 

5. Moving to CBRM – the need and the changes 

6. Evolving ORM to CBRM at a site – the tools and the thinking 

7. Introduction to CCM – the process and outputs 

8. It’s a Journey – the ORM/CBRM/CCM Journey Model   

9. Influencing leadership mindsets – engage, involve, include, support 

10. Changing individual mindsets - promote, require, reinforce, support  

11. Finding the highest risk unwanted events (MUEs) 

12. Ensuring the overall control strategy is adequate for an MUE 

13. Identifying the most critical controls  

14. Challenging required control performance – considering control erosion factors 

15. Establishing verification methods and reporting processes  

16. Embedding and managing controls – from accountability to real time ORM 

17. Continuously improving controls – looking for action indicators 
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A short history of Operational Risk Management in Australian mining – one perspective 

Revisiting the history of Operational Risk Management (ORM) not only helps us understand 

the technical evolution of ORM but also may help us recognise the mindsets of individuals 

who have been in the industry for many years. People at all levels of the mining industry 

have been exposed to a variety of ORM initiatives over the past three decades. They may 

have been early or late adopters or even, as the change management models suggest, 

laggards. As such, history can help us understand todays behaviours. 

In the 1970s and 1980s, the Australian mining industry suffered many major disasters. The 

fatality rate was almost as high as it was in the early part of the 20th century. 

Mining regulations in some Australian states started to change to reflect the ‘duty of care’ 

approach in the 1990s which often included a push, by regulation or strong 

recommendation, for mines to adopt risk assessment methods. At the time, some regulators 

had reviewed the approaches of other high hazard industries and felt there was an 

opportunity to reduce fatality and injury rates through ORM. 

It’s fair to say that the regulators push accelerated the adoption of ORM methods in 

Australia, as well as other jurisdictions. This benefited health and safety outcomes in mining 

but also often lead to ORM becoming part of the compliance mindset. In other words, ORM 

is done because of regulations require. The value is not appreciated. 
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Initial ORM methods included Job Safety Analysis and other tools that helped proactively 

review the work processes. Risk analysis methods, such as the Risk Matrix, were introduced 

across the industry. Much of the focus in the early to mid-1990s was on training the 

workforce about the basics of ORM and the use of these ‘new’ methods.  

As with the virtually all major changes related to health and safety, disasters triggered 

evolution of ORM methods and requirements. 

Several near or actual multiple fatality mining disasters occurred in the 1990s. On the east 

coast of Australia, the regulatory requirement for major or principal hazard management 

plans was defined. These plans included detailed analysis of selected hazards with highest 

potential consequences and the development of a plan to manage the hazard through a 

site-defined set of approaches such as procedures, training, accountability, etc. The plans 

also included the use of ‘TARPs’ or Trigger Action Response Plans. TARPs are documented 

action requirements for defined escalating levels of a hazard or an event. As such they 

dictate action even at early phases of a potential disaster. TARPs have been credited by 

some as a major contributor to the reduction in multiple fatality events in the Australian 

mining industry. Around this time many mining companies also recognised the need for 

corporate ORM procedures and guidelines.  

Part of the ORM evolution in the late 1990s included the development of site risk registers. 

The register was intended to be a site resource, developed after risk assessments to find the 

highest priority risks, define required actions and set accountability for those actions. As 

such, it could be an up-to-date resource, offering the site management team a clear focus 

and risk improvement mechanism. Many would say that goal was not commonly achieved.  

As we entered the 21st century the multiple fatality events virtually stopped and the focus 

moved to the prevention of single fatality events. Many companies augmented site ORM 

with Golden Rules or ‘Fatal Risk’ requirements that mainly, at least initially, defined required 

behaviours related to priority hazards. 
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Various state regulators also moved toward a common approach to ORM requirements 

during the first decade of this century. However, most mining companies had, by this time, 

defined ORM approaches that exceeded regulatory requirements.  

Debate accelerated about ORM methods as mining companies acquired ORM expertise 

from other industries. The Risk Matrix was often the topic of debate amongst industry 

professional, including the real or perceived requirement to ‘get it in the green’. In other 

words, ensure that there was no risk that was recognised as unacceptable. This mindset 

could lead to inadequate consideration of the adequacy of controls for the unwanted event. 

It may still be prevalent in some mining operations. 

As the industry entered the 2nd decade of the 21st century the health and safety 

performance appeared to be greatly improved from earlier decades, sometimes diminishing 

the urgency of H&S priorities. Of course, the reduced commodity prices also affected the 

appetite for major changes to ORM. However, many H&S risk professionals recognised that 

valuable improvements could still be made in ORM. For some, the 2010 Pike River disaster 

indicated that we could undertake many ORM activities but if the method quality was poor 

or incomplete, a catastrophic event could still occur. Was this possible in Australia? 

Several companies began to work toward a more aggressive control-based ORM approach. 

The Bowtie Analysis (BTA) method, developed by Shell many decades before, started to 

become a standard method for the control-based approach. However, like any tool, the 

quality of its application had an impact on the value of its outcomes. BTA teams often 

struggled with identification of clear, monitorable pre-event and post-event controls.  

In 2014, an Australian Coal Association research project included workshops of 

representatives from most coal mining companies in discussions about the selection and 

optimisation of controls (ACARP Report C23007 – available to purchase at 

https://www.acarp.com.au/reports.aspx ). Future articles will discuss the resultant new 

definition of a control, a significant change in ORM.  

The Health and Safety Committee of the International Council of Mines and Metals (ICMM) 

had a major initiative running parallel to the ACARP work. This committee involved senior 

https://www.acarp.com.au/reports.aspx


 pg. 
4  
  
 © Jim Joy & Assoc Pty Ltd (2014) 

health and safety risk personnel from many of the world’s top mining companies; many of 

whom are leading experts in ORM. These individual and their organisations recognised the 

need to define a control-based ORM approach that included understanding the control set 

for highest priority unwanted events and the management of critical controls from that set 

through greatly enhanced methods of challenging the control, defining performance 

requirements and verification/reporting methods. Critical Control Management publications 

from ICMM (see www.icmm.com/en-gb/publications ) circulated across the global mining 

industry. Many companies expressed their commitment to move toward CCM. 

This next phase of ORM offers great benefits but the change in both methods and mindsets 

may be greater than first thought. Future articles will develop this further. 

http://www.icmm.com/en-gb/publications








https://www.acarp.com.au/reports.aspx
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https://www.icmm.com/en-gb/publications/health-and-safety/health-and-safety-critical-control-management-good-practice-guide
https://www.icmm.com/en-gb/publications/health-and-safety/health-and-safety-critical-control-management-good-practice-guide
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https://www.sintef.no/globalassets/project/hfc/documents/8-legacy-of-jens-rasmussen---andersen.pdf
https://www.sintef.no/globalassets/project/hfc/documents/8-legacy-of-jens-rasmussen---andersen.pdf
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the process. This is its only objective in the process when all threats to process 

pressure explosion are considered. 

 

2. What are the CC object performance requirements to meet the objectives? Consider 

aspects such as: 

a. What is the object required to do to achieve the objectives? EXAMPLE: The 

PRV must open and safely direct the released __________ energy under 

pressure. 

b. When is it required to function? What is the input or signal to the object that 

initiates application? EXAMPLE: The PRV should automatically open when 

internal process pressure exceeds _____. 

c. Where is the CC object to be located to function as required? Consider both 

input and output locations if relevant. EXAMPLE: The PRV must be located 

where the energy release is directed ___________, away from the following 

possible work areas based on the nature of the energy; ______________. 

d. Does it have any dependency on other controls or systems to effectively 

function? If so, this may compromise the CC which may require a design 

change. EXAMPLE: No. The PRV is an independent control. Pressure sensing 

and release control are part of the PRV design. 

e. What aspect ensures its survival during the PUE and ability to function if 

required? EXAMPLE: An external fire and/or rapid over pressurisation event 

should not compromise the PRV function. 

 

3. What is the target CC performance? Try to define a metric that might be used to 

measure the CC status and is suitable for defining a target level (e.g. % applied, % 

function, etc.). EXAMPLE: The PRV is a CC so its target performance is 99.95% of 

demand. Note that design reliability of a CC object should be a purchasing criterion. 

 

4. What level of CC performance would initiate immediate reactive action such as 

shutdown, CC review or investigation? EXAMPLE: Any PRV failure on demand or 

observation that the PRV cannot function will initiate process shutdown and 
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such as procedures, usually done by superintendents or managers. However, the data from 

the two sources is not combined to establish CC effectiveness. 

This example utilises the complete CCM process but misses the opportunity outlined in 

example3. 

EXAMPLE 3. The company or site gathers a team cross section of site personnel and experts 

to review a completed Bowtie Analysis that includes the erosion factors that compromise 

controls and positive supporting activities for the controls. The Objective for example 3 is to 

manage the PUE risk by tracking status and changes in the expected performance of the 

critical indicators. 

Example 3 is the most mature. Leaders want CCM to provide an indication of PUE risk. CCs 

are challenged to identify measurable, performance requirement related factors that impact 

on their effectiveness. Those measures and other factors generate a quality result for that 

specific CC. However, the company or site is not satisfied with a single CC focus (example 2). 

The aim is to have a timely indication of the effectiveness of all PUE CCs; a measure of the 

overall PUE risk. 

Consider a CC Object in a processing plant such as the pressure relief valve (PRV). The PRV 

manufacturer may supply PRV reliability or effectiveness figures which might be considered 

the baseline. The challenge is to appropriately consider local factors that affect the 

reliability to modify the baseline figure to reflect the local situation. The local data sources 

might include reports covering maintenance and repair work relative to performance 

requirements, as well as local operating conditions. Other sources might include design 

/modification / installation checks, records of past release events, etc. Using various 

methods, this approach has been used in petrochemical industry risk analysis for several 

decades to generate predicted reliability and compare that figure to safety requirements.   

The challenge in CCM is to define dynamic measures of that reliability (or effectiveness) that 

will indicate any change in CC status. Timely data must be gathered on factors that may 

impact on the predicted PRV reliability, possibly reducing it. Very often in a processing plant 

this data, as well as unacceptable variation criteria, are part of process control. 
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Examples should help so consider two different CC Acts. In past articles we have considered 

the act related to climbing using 3 points of contact. This Act is intended to prevent a fall. 
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Our second example isa an act intended to mitigate an unwanted event; call for additional 

support for poor roof conditions.  
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The above illustration suggests three levels of ownership. The example PUE is related to 

vehicle collisions. Two example critical controls involving specific driving acts and road 

signage are provided. 

In the example, two verification activities have been identified for critical control 1 (CC1) 

and three for critical control 2 (CC2). An owner is assigned for each of the verification 

activities. They are accountable for gathering the verification data with the defined 

frequency and forwarding that data to the critical control owner. Note that some assembly 

or interpretation of the data may be required before it is forwarded to the control owner. 

Acceptable levels of critical control effectiveness should have been defined as part of the 

performance requirements (see article 10). Formats such as stoplight reports, considering 

defined performance levels, might be helpful to concisely communicate verification data. 

The illustration shows two critical control owners. Note that there may be more critical 

controls for a single PUE. The critical control owners assemble the data information from 

the verification activity owners to provide a single indicator of control effectiveness to the 

PUE owner. 

As a result of this process, the PUE owner should get regular reports on the effectiveness of 

all critical controls related to his/her PUE with low and unacceptable effectiveness results 
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The next article will address the learning opportunities from CCM that can not only improve 

the process but also optimise critical controls. Huge opportunities exist in sharing critical 

control learnings between sites and companies that offer more rapid and more effective 

improvements for major mining risks. 
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(remember Acts, Objects and Technological Systems) then its only logical that we should 

understand what happened to the controls we thought were in place and effective when an 

incident occurs. 

 

Do our current incident investigation methods identify the expected controls and their 

status?  If not, there is opportunity (and need) to align investigation with any control-based 

risk management initiative. In addition, situations where important or critical control 

effectiveness drops below the prescribed level of expected performance, by observation 

rather than incident, should be investigated like a near-hit event. That is point 3 above. 

Should an incident in any of the 3 above categories occur that is related to one of the sites 

priority unwanted events (PUEs), then a significant investigation should be undertaken. In 

many cases, the event should have been predicted in the Bowtie Analysis (BTA) that was 

previously developed for the PUE. Defining the event path linking the threat(s) that 

manifested, leading to the unwanted event, as well as the consequences should provide the 

list of prevention and mitigation controls that are relevant to the investigation. Thereby past 

Bowtie Analyses become part of the investigators tool kit. 
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and our results as we strive toward our goals. The task is to identify where on the journey 

your site or company is located and plan the next step. 

 

There will always be risks in mining. It remains to effectively set the boundaries between 

risk aversion and risk avarice. I had to search for an opposite term for risk aversion. I would 

like to coin a new term - risk avarice; too great a desire to have wealth through the 

assumption of unacceptable risk. 

 

Thank you for your interest in this series of articles. I hope they have been useful to your 

efforts for a safer and healthier mining industry. Stay safe. 

Sincerely -  Jim Joy 

 

 

 

https://www.collinsdictionary.com/dictionary/english/wealth

